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Abstract 
Purpose– The purpose of this paper is to expand current knowledge about the security 
organizational practices and analyse its effects on the Information security management 
performance 
Design/methodology/approach– Based on the literature review, the authors propose a research 
model together with hypotheses. The survey questionnaires were developed to collect data, 
which then validated the measurement model. The authors collected 111 responses from CEOs 
at manufacturing SMEs that had already implemented security policies. The hypothesized 
relationships were tested using the structural equation model approach with EQS 6.1 software. 
Findings– Results validate that Information security knowledge sharing, Information security 
education and Information security visibility, as well as security organizational practices, have a 
positive effect on the information security management performance. 
Research implications– The consideration of organizational aspects of information security 
that should be taken into account by academics, practitioners and policymakers in SMEs. 
Besides, the work helps validate novel constructs used in recent research (Information Security 
knowledge sharing and Information security visibility). 
Originality/value –The literature recognizes the need to develop empirical research on 
information security focused on SMEs. Besides to the need to identify organizational practices 
that improve information security. This paper empirically investigates SMEs organizational 
practices in security of information and analyse its effects on the performance of information 
security.  
 
Security organizational practices, Information security knowledge sharing, Information security 
visibility, Information security education, performance of information security management, 
SMEs 
 
1. Introduction 
Digital interrelations fostered by the Internet, IoT, Cloud computing and other technologies, 
in which people and companies act as interconnected and interdependent nodes, have meant that 
information security has a strategic importance (Doherty and Fulford, 2005; Chen et al., 2008; 
Cram et al., 2017), especially in business environments, where the competitiveness of 
organizations depends on their ability to manage the information (Drucker, 2002; Gordon and 
Loeb, 2006; Preston and Karahanna, 2009; Soomro et al., 2016). 
Global spending on IT security in 2017 has increased to $96.3 billion at a growth rate of 8 
percent, which doubles the rate of IT budgets over the last two years (Gartner, 2017). 
Organisations are increasingly focusing on implementing information security products such as 
anti-virus, intrusion detection and prevention systems, database/contents security, total security 
systems and public key infrastructure (Venter and Eloff, 2003; Cavusoglu et al., 2009). Indeed, 
despite the prevalence of technical security measures, studies have reported that internal 
security incidents continue to happen and create more damage and losses than security incidents 
caused by outsiders (Baskerville et al., 2014). 
In this sense, experts growingly argue that the main cause for information security incidents 
lies mainly with employees’ behavioural and organizational factors rather than technical issues 
per se, which implies a turn to internal problems attributed to the organizational practices and 
users of information systems (Siponen et al., 2014; Soomro et al., 2016; Doherty and Tajuddin, 
2018; Moody et al., 2018).   
The literature on information security in companies has mainly focused on technological 
issues, and to a lesser extent on strategies, security standards and policies. Recent research 
indicates the need of a more holistic approach to understand information security management 
(Soomro et al., 2016; Cram et al., 2017; Doherty and Tajuddin, 2018). 
In this sense, the literature points out the need for works that identify the organizational 
factors that affect the security of information. Thus, the works that describe a great variety of 
factors of organizational type are incipient and with a predominant qualitative analysis. These 
factors are business size, sector, information security policy, information security education, 
training, culture, behavior and compliance with security policy, awaraness, knowledge, 
visibility (Flores et al., 2014; Singh et al., 2014; Cram et al., 2017; Doherty and Tajuddin, 
2018).  The literature highlights the need to advance in the field of knowledge not only 
describing but also organizing the factors and analysing in an empirical way the effect they have 
on the performance of information security management. It is especially necessary to do it in 
small and medium-sized enterprises (SMEs) where there is a greater lack of work despite the 
fact that they are the most numerous business organizations in the developed economies, having 
an important contribution for the employment and productivity (OECD, 2009; Flores et al., 
2014; Safa and Von Solms, 2016). 
At present, the literature points out in different qualitative and revision studies a great variety 
of organizational factors, emphasizing especially their transversality, being common to all 
organizations regardless of size and sector, and having already been categorized through 
constructs in previous studies: Information security education, Information Knowledge sharing 
and Information security visibility (Singh et al., 2014; Soomro et al., 2016; Choi et al., 2018). 
To address these issues, this paper aims to examine (empirically theorize and test) how 
companies can improve the performance of information security through organizational 
practices such as Information security education, Information Knowledge sharing and 
Information security visibility, in the specific context of industrial SMEs. The remainder of this 
article is organized as follows. The next section presents the referential background and 
hypotheses. Following that, the research methods, drawing from a large sample consisting of 
industrial SMEs, are described. Then, the data analysis and results are presented. Finally, the 
article ends with a discussion on the research findings, concluding remarks, limitations, and 
future research guidelines. 
 
2. Theoretical background and hypotheses 
The analysis of the information security is a complex subject due to its multidisciplinary 
character (Flores et al., 2014; Safa and Von Solms, 2016; Hwang et al., 2017). According to 
Soomro, Shah, and Ahmed (2016), a more holistic approach is needed for information security 
management. Siponen et al. (2014) suggest that information security issues should be 
considered in a management perspective. 
In this sense, information security is a field which has been treated in literature especially by 
academics and information professionals. However, it is a relatively modern concept in the 
focus of business management (Dhillon and Backhouse, 2001; Gordon and Loeb, 2006) and has 
acquired a greater impact from the generalized use of Internet in business and the possibilities 
that the technologies based on Web allow in all enterprise process.  
In this line, the analysis of the literature on information security in organizations shows that 
the treatment of this subject has evolved from technical to management approaches. Thus, the 
first references that studied the information security in companies were primarily focused on 
describing the information security from a technological approach and seeking technical tools to 
improve it (Kim et al., 2005; Kwon et al., 2007). 
A major advance in the study of information security, with a focus on the company, has been 
produced in recent years with works without forgetting the technical aspects, considering 
organizational variables, analyzing issues related to compliance with the standards of 
information security, developing models and systems of information security management, and 
analyzing its certification (Siponen and Willison, 2009; May and Dhillon, 2010). These studies 
are important because they relate information security strategy to business processes and give 
rise to the consideration of information security as a process, whose development must start 
from the strategic level to the rest of the organization (Siponen and Willison, 2009; Werlinger et 
al., 2009; May and Dhillon, 2010; Singh et al., 2014).  
Thus, it is especially important to identify the organizational aspects that are indicated in the 
information management security (Table 1). In this sense, the works that identify organizational 
factors that can affect the information security performance are recent. These works are varied 
in: methodology, mainly theoretical approaches and case studies; units of analysis, in general 
large organizations, and present a wide variety of factors deriving from the literature review 
itself, with the need to advance in this topic of study by organizing the factors and empirically 
analyzing their effects on the performance of information security management. 
Table 1 Literature review Organizational factors in information security management 
  
Whitman (2004) Information security needs higher levels of awareness, education and policy 
Chang and Ho 
(2006) 
Quantify the impacts of organizational culture traits on the effectiveness of 
implementing ISM. 
Hagen and 
Albrechtsen (2008) 
Awareness‐creating activities are applied by the organizations to a considerably 
lesser extent but at the same time these are assessed as being more effective 
organizational measures than technical‐administrative ones. 
Ma et al. (2009)  
 
Information security training is possibly the most important measure for its 
effectiveness, as it increases awareness and understanding. 
Puhakainen and 
Siponen (2010) 
Information security policy compliance training has a positive effect on 
employees’ Behaviour regarding compliance. 
Albrechtsen and 
Hovden (2010) 
Employee participation and knowledge creation incorporate positive changes 
towards information security awareness and behaviour. 
Flores et al. (2014) Authors present an empirical investigation on what behavioural information 
security governance factors drive the establishment of information security 
knowledge sharing in organizations. 
Parsons et al. 
(2014)  
 
Awareness training and education have positive impact on employee attitude and 
behaviour towards information security policy. 
Singh et al. (2014) The paper categorizes various organizational ISM functions into ten factors. 
Spanning across three levels (strategic, tactical and operational), these factors 
cover various management issues of organizational ISM. 
Safa and Vol Solms 
(2016) 
Information security knowledge sharing (ISKS) forms and decreases the risk of 
information security incidents. 
Soomro et al. 
(2016) 
Development and execution of information security policy, awareness, 
compliance training, development of effective enterprise information 
architecture, IT infrastructure management, business and IT alignment and 
human resources management, had a significant impact on the quality of 
management of information security. 
Hwang et al. (2017) The authors found that security systems, security education, and security 
visibility decrease instances of non-compliance. 
Choi et al. (2018) The paper identifies a set of organisational insiders’ perceived components of 
effective information security practices (organisational mission statement; 
common understanding of information security; awareness of threats; knowledge 
of information security incidents, routines and policy; relationships between 
employees; circulation of stories; role of punishment provisions; and training), 
based on which more successful information security strategies can be developed. 
Moody et al. (2018) This paper reviews 11 theories that have served the majority of previous 
information security behavior models. It empirically compares these theories and 
proposes a unified model, called the unified model of information security policy 
compliance (UMISPC), which integrates elements across these extant theories. 
  
According to Soomro et al. (2016), the quantity of articles in the last years shows that the 
research trend in exploring the management role in information security is growing. This 
approach is under construction and, within this approach the organizational role in information 
security is becoming increasingly important and is gaining the attention of researchers. This 
research is an attempt to contribute to filling the gap in the literature by focusing on the 
organizational practices. Specifically, the review of the literature stands out as the most cited, 
cross-cutting for any organization and constitutes practices at the operational level and the 
execution by all employees, the following: Information security knowledge sharing, Information 
security education, Information security visibility 
 
Information security knowledge sharing 
In relation to the above, recent studies place the focus of research on the role of shared 
knowledge in information security. Experts face similar problems in this domain and they 
should provide proper solutions for them. Preventing the development of the same solutions for 
similar problems by means of sharing knowledge. This practice leads to the avoidance of time-
wasting and extra costs (Feledi et al., 2013). Sharing previous relevant experiences in the 
domain of information security is a valuable resource in information security awareness. (Rhee, 
et al., 2009; Safa and Von Solms, 2016). 
In this context, information security knowledge sharing not only increases the level of 
awareness as an effective approach, but also reduces the cost of information security in 
organizations. Information security knowledge sharing refers to collaboration with others by 
sharing our experiences, ideas and knowledge in order to safeguard information assets in 
organizations (Flores et al., 2014). It includes periodic meetings of knowledge sharing, mail list, 
wikis and specific web spaces to share knowledge.  
Therefore, this discussion leads to the following hypotheses: 
Hypothesis 1: The organizational practice of Information security knowledge sharing is 
positively related to the performance of Information security management. 
 
Information security education 
Within the traditional organizational practices to improve the security of business 
information, is security education within the context of the organization itself, as reflected in the 
main information security standards (ISO/IEC 27001:2005; ITIL; COBIT; NIST Special 
Publication 800). Such standards coincide in pointing out the fundamental role that information 
security education has as an organizational factor that must ensure in the personnel a sufficient 
knowledge in security and contributes to reduce incidents, and thus has been treated in the 
literature (Siponen, 2000; Lee et al., 2004; DÀrcy et al., 2009). Information security education 
refers to a program or efforts to make employees aware of the environment, policy, and manual 
of an organization’s security (Hwang et al., 2017). It includes in an organized and coordinated 
way talks, tailored educational materials, specific training and knowledge evaluation. Based on 
this discussion, the following hypothesis is proposed: 
Hypothesis 2:  Information security education efforts are positively related to the 
performance of Information security management. 
Education in security information in the enterprise environment is important. Nevertheless, 
successful organizational education requires more actions aimed at complementing shared 
knowledge and education, for example through the visibility of the subject. 
 
Information security visibility 
Hwang et al. (2017) defined security visibility as the degree of organizational efforts to 
provide employees with a positive view of information security policies. The literature suggests 
that when organizations encourage the visibility of information security technologies, 
procedures, activities, and control methods, employees are able to voluntarily form a security 
culture (AlHogail, 2015; Faily and Fléchais, 2010; Lacey, 2010).  
Information security policies, activities, incidents, and practices should be visible and 
continuously advertised to employees in order for them to make decisions that are consistent 
with the organization’s desirable direction. Such visibility has an impact on the compliance of 
employees who are required to adhere to information security policies (Siponen et al., 2010; 
Hwang et al., 2017). Among others, posters, notices, press releases and bulletin boards are also 
included. Thus, the following hypothesis is suggested: 
Hypothesis 3: Information security visibility in organizations is positively related to the 
performance of Information security management. 
 
 
3. Research methodology 
Data and sample  
The organizations selected for this study are industrial SMEs from Cantabria, in the north of 
Spain, where economic, technological development and IT use is similar to other OECD regions 
and to the Europa average (OECD, 2017; European Commission, 2018). In this sense, this 
region has been selected because its social, economic and innovation variables are located 
within the average of Europe and the OECD. This situation facilitates the comparison with other 
regions (Fritsch and Wyrwich, 2018, Rodríguez-Pose and Wilkie, 2019). 
With respect to SMEs, this kind of firms have been selected due to the relevance they have 
in the economy, representing more than 95% of companies of development economies (OECD, 
2016). In contrast, there are insufficient works that analyze the organizational practices in 
information security and their effects on the security of information of this type of companies 
(Dutot et al., 2014).  At the same time, international organizations’ reports suggested that the 
industrial sector is behind the implementation of new IT development in its information security 
processes, and therefore, there is some space for improvement (OECD, 2016). Besides, in 
developed countries, there is an urgent need for improving the competitiveness of this sector 
(OECD, 2016). 
To ensure a minimum firm complexity in which IT may be relevant, the population 
considered in this study was industrial SMEs, with 10 employees or more, located in the region 
of Cantabria. A total of 478 SMEs were identified, for this purpose, the official database of the 
Cantabria Institute of Statistics (ICANE, 2016) was used. All the SMEs identified were invited 
by email to participate in the study. A personal interview was conducted to the companies that 
showed interest. In total, 111 valid questionnaires were obtained, yielding a response rate of 
23.2%. The sample characteristics are presented in Table 2. 
Data collection was conducted following two phases. First, a pilot study was performed, and, 
following that, a questionnaire was conducted. Five SMEs were randomly selected from a 
database to perform the pilot study. Based on these responses and the subsequent interviews 
with the participants in the pilot study, minor modifications were made to the questionnaire for 
the next phase of data collection. Responses from these five pilot-study firms were not included 
in the final sample. The survey was administered to the CEO of the companies via personal 
interview and the company was the unit of analysis for this study. All answers were treated 
anonymously and confidentially. The technical research summary is presented in Table 3. 
 Table 2.  Sample characteristics. 
Intervals % in total % in total Average value 
Employees    
10–49 80.1 89 46 
50–249 19.9 22  
Total 100 111  
Sales (€)    
0 ≤ 500000 28 31 € 1,1 million 
500001 ≤ 1 million 47.7 53  
>1 million 24.3 27  
Total 100 111  
Age (years)    
0 ≤ 9 7.2 8 23 
      10  ≤ 20 55 61  
>20 37.8 42  
Total 100% 111  
 
Table 3.  Research technical summary 
Pilot study Random sampling five SMEs from a database, February 
2016 
Quantitative study (survey)  
Universe 478 SMEs from the industrial with 10 employees or more 
Sampling  procedure All the companies that formed the universe were 
contacted 
Collection of information Survey administrated to the CEO via personal interview 
Unit of analysis   Was the company 
Date of field work 111 valid questionnaires (response rate of   23.2%) 
Sampling error 8.16% 
Level of trust 95.5% (K = 1.96) for the most unfavorable case p = q =  
0.5 
Date of field work February –July 2016 
 
 
Measures 
Measurement items were introduced on the basis of a careful literature review. Constructs 
and associated indicators in the measurement model are listed in the Appendix and discussed 
below. To facilitate future research, scales of measure tested by previous studies were used. 
Scales were measured on a 5-point Likert scale with anchors from strongly disagree (1) to 
strongly agree (5). All the variables were operationalized as multi-item constructs. 
The Information Security Knowledge Sharing measured the level at which an organization 
has established processes to capture and share knowledge about information security among 
organizational members through formal and informal information flows (Belsis et al., 2005; 
Zakaria, 2006, Flores et al., 2014). Items for this variable are based on Flores et al. (2014). 
Information Security Education assessed the extent to which companies used education 
activities or efforts to make employees aware of the environment, policy, and manual of an 
organization’s security (Lee et al., 2004; Hwang et al., 2017). This variable was operationalized 
based on Hwang et al. (2017). 
Information Security Visibility measured the degree of organizational efforts to provide 
employees with a positive view of information security policies (AlHogail, 2015; Faily and 
Fléchais, 2010; Lacey, 2010). Security visibility scale is based on Siponen et al. (2010) and 
Hwang et al. (2017). 
The information Security Performance measured the degree in which the information 
security program achieves its goals and the information is sufﬁciently protected. This includes 
preventing multiple cybercrime options, among other viruses, malware, hackers, Trojan, 
phishing or ransomware. The variable was operationalized following the items used in previous 
studies, such as: Straub, (1990); Knapp et al. (2007); Khan et al. (2011); Zhang et al. (2012) 
and Trigueros-Preciado et al. (2013). 
 
Instrument validation 
The measures from the dataset were refined by assessing their unidimensionality and 
reliability. First, an initial testing of unidimensionality was made using principal component 
factor analyses. In each analysis, eigenvalues were greater than 1, lending preliminary support 
to a claim of unidimensionality in the constructs. Next, a confirmatory factor analysis (CFA) 
was performed to assess the required convergent validity, discriminant validity, and reliability 
of the constructs. This study uses EQS 6.1 to estimate the measurement model. The 
measurement model presented a good fit to the data (χ2(21)= 32.479, p=0.152; CFI = 0.96; IFI 
= 0.96; GFI = 0.95; RMSEA = 0.06). All traditionally reported fit indexes were within the 
acceptable range. This study calculated reliability of measures, using Bagozzi and Yi’s (1998) 
composite reliability index, and Fornell and Larcker’s (1981) average variance extracted index.  
For all the measures, both indexes were higher than the evaluation criteria, namely 0.7 for 
composite reliability and 0.5 for the average variance extracted. With regard to convergent, all 
estimated standard loadings are significant (p<0.01) and of acceptable magnitude (see Table 4), 
suggesting good convergent validity. Furthermore, the Cronbach´s Alpha values of all indicators 
exceed the recommended value of 0.6 (Hair et al., 1999). 
 
Table 4. Measurement model: Confirmatory analysis, scale reliability and convergent 
validity 
Construct Indicator S. Loadings t-value Cronbach´s Alpha Reliability 
Information Security 
Knowledge Sharing 
ISKS1 0.92 - 
0.87 CR=0.89 AVE=0.72 ISKS2 0.88 16.32 ISKS3 0.74 9.18 
Security education 
SE1 0.84 - 
0.84 
 
CR=0.85 
AVE=0.65 
SE2 0.68 8.42 
SE3 0.88 10.73 
Security visibility 
SV1 0.65 -  
0.81 
 
CR=0.81 
AVE=0.60 
SV2 0.89 6.49 
SV3 0.82 6.46 
Information security 
effectiveness 
ISE1 0.86 - 
 
0.90 
 
CR=0.90 
AVE=0.58 
ISE2 0.77 14.08 
ISE3 0.73 9.64 
ISE4 0.64 6.77 
Note. Fit statistics for measurement model: χ2(21)= 32.479, p=0.152; CFI = 0.96; IFI = 0.96; GFI = 0.95; RMSEA = 
0.06; (-) Fixed Items; CR: Composite reliability. AVE: Average variance extracted 
 
To assess the discriminant validity, the Fornell and Larcker’s (1981) criterion was used. This 
criterion involves that the square root of average variance extracted for each construct (diagonal 
elements of the correlation matrix in Table 5) should be greater than the absolute value of inter-
construct correlations (off-diagonal elements). All constructs met this criterion, suggesting that 
the items share more variance with their respective constructs than with other constructs. Table 
5 also provides an overview of the average, standard deviations and correlations of the 
constructs. 
 
Table 5. Descriptive statistics and discriminant validity 
Construct Av. SD 
Correlation matrix 
(1) (2) (3) (4) 
1.  Information Security Knowledge 
Sharing 2.85 1.11 0.81 
   
2. Security education  3.052 1.39 0.58 0.84   
3. Security visibility 2.61 1.62 0.47 0.70 0.77  
4. Information security effectiveness 2.42 1.47 0.33 0.56 0.71 0.72 
Note. Av. Average score of all items includes in the construct. SD standard deviation; Diagonal values in bold 
represent the square root of the AVE 
 
4. Results 
 
This article estimated the structural model (SEM) with the EQS 6.1 software package using 
maximum likelihood estimation techniques to test the model (SEM-ML). The fit of the model is 
satisfactory (χ2(17) = 29.982, p = 0.183; RMSEA = 0.053; CFI = 0.99; IFI = 0.99; GFI =    
0.98), suggesting that the nomological network of relations fits the data and the validity of the 
measurement scales. Figure 1 shows the standardized path coefficients with their respective 
significant levels. 
 
Figure 1. Empirical results 
 
        Notes:***<p0.01; **p<0.05 
 
  
Information Security Knowledge 
Sharing 0.33*** 
R2=0.540 
Information Security education 0.19** Information security 
Performance 
0.29*** 
Information Security visibility 
Table 6. Summary of hypotheses test  
Hypothesis Path coefficient 
P 
value Result 
H1 Organizational practice of Information security knowledge 
sharing is positively related to the performance of 
Information security management. 
0.33 <0.01 Support 
H2 Information security education efforts is positively related to 
the performance of Information security management. 
0.19 <0.05 Support 
H3 Information security visibility in organizations is positively 
related to the performance of Information security 
management. 
0.29 <0.01 Support 
 
Hypothesis 1 was supported (0.33, p < 0.01), indicating that Information Security 
Knowledge Sharing is related to the Information security performance in SMEs. This is the 
strongest factor in the proposed model. This indicates that the Information Security Knowledge 
Sharing is a critical factor to the performance of information security in industrial SMEs. 
Hypothesis 2 was supported (0.19, p < 0.05), indicating that Security education is related to 
the performance of information security in SMEs, although it is the weakest relation of the 
model. 
Hypothesis 3 was supported (0.29, p < 0.01). This result shows that Security visibility in the 
firm is an important factor for the performance of information security in SMEs. 
 Implications of these results are discussed in the next section. 
 
 
5 Discussion 
 
This paper investigates the effects of information security organizational practices 
(Information security knowledge sharing, Information security education, Information security 
visibility) on the performance of Information security management in industrial SMEs. 
The first finding shows the security education is weakly related to the extent of performance 
of information security. A possible explanation to this can be the set of companies, SMEs, and 
the sector of the sample, industrial. In Spain, the majority of this type of company subcontracts 
training in information security, which can be seen by employees as a non-important and 
complementary task. In any case, the results are consistent with previous research such as 
Siponen et al. (2010) and Hwang et al. (2017). 
Regarding the Information security knowledge sharing, results suggested that it is positively 
associated with the performance of information security of SMEs.  This finding supports recent 
research such as Flores et al., (2014) and Tatu et al., (2018) which found that Information 
Security Knowledge Sharing are adequate tools to improve information security in 
organizations. 
 With regard to the Information Security visibility, its effect on the performance of 
information security management of SMEs is analyzed. The results show a positive relation 
between these two constructs. This finding confirms novel previous research (Hwang et al., 
2017). Thus, performance of information security in industrial SMEs emerges from Information 
Security Knowledge Sharing and information security visibility, rather than from education.  
 
6. Conclusions, limitations and future research 
The competitiveness of SMEs depends on their ability to secure management of their main 
asset, information, and, because of this, they need to have adequate security organizational 
practices beyond just technological resources. 
Thus, this study extends the analysis of information security in SMEs beyond traditional 
theories and examines concrete organizational practices such as Information security knowledge 
sharing, Information education and Information security visibility, by analysing the effects of 
these three organizational practices on the performance of information security in industrial 
SMEs.  
This paper provides with several implications to the academics: 
 First, this paper extends the theoretical development and empirical evidence on information 
security initiatives at firm level by focusing on knowledge sharing, education, and visibility. 
Prior Information security research has focused more on the technological dimension of IT 
security practices. This paper focuses on the organizational dimension of information security 
practices. 
 Second, this paper focuses on SMEs. Previous studies in the literature tend to focus in large 
businesses, with very few and recent studies analysing concrete organizational security practices 
use in SMEs.  In addition, this work goes beyond the usual case studies as it is based on a large 
sample of SMEs. 
 Third, we extend previous works by analysing how security organizational practices affect 
the performance of information security. Our results suggest that an improved performance of 
information security in the industrial SMEs requires innovative practices to foster knowledge 
sharing among employees. Besides, in line with previous works, the positive relation between 
the information security visibility and the performance of information security management is 
showed. This finding contributes to the security management field by offering an explanation of 
the performance of information security within a particular sector. Moreover, the findings 
significantly contribute to the literature by considering organizational aspects of information 
security that should be taken into account by both academic and practitioners. 
Fourth, in the line of previous works (e.g., Benitez et al. 2018), this paper contributes to IS 
literature on IT business value by theorizing and demonstrating how investment in 
organizational information security practices improves its performance which, in turn, helps 
companies to create business value from IT.  
With respect to the practical implications for the industry: 
This work relates information security to organizational variables that are comprehensible 
for managers and can serve as an example to show how information security can be more than 
technology and how the security of information is associated with organizational practices that 
positively affect the information security and value generation. The work specifically shows that 
an appropriate improvement of the personnel knowledge sharing is needed to improve the 
information security in the industrial SMEs. Making them aware of the importance of 
information security and its relationship with the business processes is also needed, since these 
factors brake the development of information security in the companies. 
With respect to the practical implications for the policymakers: 
Government programs and grants to help companies improve information security focus on 
supporting companies in the purchase of hardware and software technology solutions, without 
paying attention to organizational issues. However, this work highlights the importance of the 
organizational factors regarding information security performance, which should be taken into 
account when designing plans and information security aids. In particular, the work shows that 
directing aids and designing plans that improve shared knowledge on information security and 
the issues that give visibility to the subject of information security will allow companies to 
improve their information security performance. 
To conclude, while the contributions of the present study are significant, we would 
acknowledge that this study has some limitations, which could be addressed in future research. 
First, the sample used was from Spain. This means that the findings could be extrapolated to 
other countries, since economic and technological development in Spain is similar to other 
OECD Member countries. However, in future research, a sampling frame that combines firms 
from different countries could be used in order to provide a more international perspective on 
the subject. Second, the sample consisted of small and medium sized enterprises (SMEs). As 
SMEs are characterized by having less technological resources than their higher-level 
counterparts (large firms), this may influence the extent of sophistication in the security 
practices use. Therefore, in future works, the segment of large companies is worth special 
analysis. Third, the key informant method was used for data collection. This method, while 
having its advantages, also suffers from the limitation that the data reflects the opinions of one 
person. Future studies could consider research designs that allow data collection from multiple 
respondents within an organization. Fourth, it takes a static, cross-sectional picture. A 
longitudinal study could enrich the findings. Related to the foregoing, as future research lines, it 
would be interesting to replicate this work in other sectors, like service companies. These 
suggestions should be taken into account in future studies to increase the validity of our 
findings. 
 
 
 
 
 
 
 
 
 
  
Appendix A. Measures 
Information Security Knowledge Sharing 
ISKS1 In our company, employees frequently share their 
experiences about information security 
ISKS2 In our company, employees frequently share their 
expertise from their information security training with 
their colleagues 
ISKS3 In our company, employees frequently talk with others 
about information security incidents and their solutions 
in our meetings 
Security education 
SE1 Our organization provides employees with appropriate 
security education before giving them authorized 
access 
to the corporate network 
SE2 Our organization provides employees with proper 
security education on risks associated with internet 
usage 
SE3 Our organization provides employees with education 
on 
the proper usage of technologies associated with 
information 
Security visibility 
SV1 In our organization, information security activities are 
advertised widely 
SV2 In our organization, information security incidents are 
visible in public 
SV3 In our organization, good information security 
practices are advertised in public 
Information security effectiveness 
ISE1 The information security program achieves most of its 
goals 
ISE2 Overall, the information security program is effective 
ISE3 The information security program has kept risks to a 
minimum 
ISE4 The number of information security problems has 
decreased in the last year 
Note. (1-5): five-point Likert-type scales 
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